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3.1.1. ESP Encryption and Authentication Algorithms

These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.

Requirement  Encryption Algorithm (notes)

MUST NULL (1)

MUST- TripleDES-CBC [RFC2451]

SHOULD+ AES-CBC with 128-bit keys [RFC3602]
SHOULD AES-CTR [RFC3686]

SHOULD NOT  DES-CBC [RFC2405] (3)

Requirement  Authentication Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
MUST NULL (1)

SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)

RFC4305

ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the
location of the implementation in a network topology.
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3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)

MUST HMAGC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)
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AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit]
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH.
Thus, the protection provided to the IP header by AH is piecemeal.

RFC4302

IP SBEEAYA (IP Authentication Header (AH)) (&, IP T—AJ S ALIZRHLTIARIL AV L RAUTHUTAET—RER TR (CH LI (E, BIZTEREE I EFESRTE
123 ) ZRHEL. SOITUTL AT 2R EFRET 2OIFERASND, BB AT DY —ERTHY. X TAT7 VI I—a BRI SNSIRIZZ
ERIZE - TRIRENDIGEENH D (TIHILNTIE VTLATFLIZERSINEGS — TV RBEDAU D IVAVRERERIZERT 0, REAN—S L REEE
FIvITREEDHY—ERNEINELRD) AH [(ZEGEBTOMILIZINZ . P AYF DRTRELRRY SO D DRI ZRIET S, LHOLEAS, —8D IP Ay
BI4—ILRIEEREFIZETEIEDABY . I ZERICEELZBEOZD I —ILEDEIEERICFRTERNEDLEDLIELNH S,
ZDESHETA—ILEDEIE AH [ZESTIFRESNAL, 2T AH MY IP AYS TR T 2 RE L, HEABREMFNALDIZAS,

RFC2402

ES/ W aBHEFERLTAYE—C R E TR MA THS HMAC (2D TR T 5. HMAC £, MD5 40 SHA-1 RED RERS/\v 1 BEHEWE DL
ARLEAEDHETHERT 5. HMAC DIFSELTORREX, FRALTLS/N\Y 2 BHO T/ TAIKET 5,

RFC2104

HMAC [RFC2104] I&. #iFEN 5 shared-secret FREFET V=V TT, MENE—DMERELH>TLSEHEE . HVMAC . HEPBEEDAVE—U %R T 51
OIZFERET , Thid, BB FrLoOEEH. Thik, THMAC IE, BiL -2y ar DT A1E2F T 5OICRRATESRLIZEKRLET .

RFC3631

ARV EBEEZ DLV T HMAC %
EICLDEEHER AL [ZDWE
&, MEICE>TOUTIZHSATLY
BIthIEAsmn e THY ., JA
REIREbhZEE, COWERIL, £
FNHENLDERYET,

3.1 BEAK
SEMEINE T B OICERT AF A BBMN OBRAIETHILENHYET . HUE, FIALLFEEFMCERTILERBRAILELNHY. Th
LNFEERIDEMRICK>TTANSNDIBENHYFET,

73

RFC3227




(BT9. HEBDEHL

32 MERTYT
* S, ECIZHDIMN? EDVRTLNAU D TUNIBERAENTNSD, Tz, EOVRATLNGIHMNINESNEINE RIS,
* M EEL. F-EBTRETHYEINERILT S, RENEDONIEE FELTLSDTIHAL EHTETS,
* EOXTLIZDOWT, BETHERMEDIEFEZAFT 5,
* ZETS=-ODNERREHIRT S,
* ERMEDIERFICHEL., 5 5 ETHRET S —ILTIHELEIET 5,
* VAT LD OThOERELZRETS.

RFC3227

41 HRT A DEH
HEIE TEDQKISITERMNRERESN =N TEDLSITHRDONIBEIUTZNITONTEE-T R TOBIEIZHEICERT HIENTESIET TY,
TRBEN, XELSNEIDELAHBYET,
* ECT/WWD /ISR T A ER . INEShizh,
* ECT/WWD /ISR T, AL, IREShizh,
* SEMEHLD AR T L755Y . TOER L, EDKSIZ, ZNIFRFESNID,
* VWD SHLIDWRTAZEEZ =M. WD, EDKSICEENTHONIEN, ERNHEEEEST,)

RFC3227

42 ECIZ. EDKSITT—HA4TTBH
WHELEES . (BFEYELN TOEWREEATA 7 TEEO EBIZHAINTOBIATAT I T—hAEV T ISHRASNIBRELSHYET,
SEAAD T OERIE. BAGICHIRSNIZLEADHY . HREICXELINIDENBYET BASNTUWVENTIERERMTIIENTEIDLENHYET .

RFC3227

FRWL

2007/2/15

SHIS. BEZAAEL. ELEEHRL
T.ERALEIEL TV B AVtE—D L
[$EIAVE—DICERSEHILE

HAHDAREEAHYET

RAF., RSN -E RSB EDERELEIY —ERITT IR T HHERERT SN ENEHET HBIETY , BEICBEIELTOET A, MREELR AL, BIE
D2 DODIAN=ZALTHAIEIGERHTHENEETY, BTLK COBERGHAEOEISERLT, BEEE. LIELERSTRAZBHR T 2EEZLNTE
T RELIFHEICEREHAIL. BARTANIDPREDTAETEDINENEERLET,

RFC3552

R, BRI T B ENBERAIRTY D, RAEMTIEIRAEZERLERA. TLA, TAHETH-0DRAET RIS, BAAN=XLIEF, ZDT4A
AHFASNTLSIENEHET DL hRIZLEYFERA,

RFC3552

SPRBTE (Confidentiality) :
HRIZTIERTBHIEMNBRASNTULVENEMN, 12X, ZDEHRDEE (B: aVE1—B2DIT7AILORINT—0ryR) & RBE RN H-TEH. TDIER
EEDENESIZT BDIERDIFE,

RFC1704

T84T T 1 (data integrity) ¥ —E R: FBAISNTWVEWT —FDEBICHLTHET 2 EF 21T —ERX, BRMGEE BRIFREEL) ETIVTUH
ISLPEE(REREEL)DAEAEET, T—F~NDEENRIATBETHSLEHRT HLITLD,

RFC3365

RYD—avba—)L LRV, 22D RHBEDHEETHSREELBANOHEYET BB, TRENA—F DETERIET DHMAETT . DEEHEE. MARIA
PO 11— FAMEOBEBRISRIESN D 5D L5, AV I—RUMEFEWTERAINIDENHYES, — B, A —FAREEESh =5, R(E. [201—Fh%Z
DE—AILERISHLTTIERTHIENBASNATNSNIZHET SR AT —ERDLETT  RANBEHEE ., 74T 94— ILHRDIAUEE, Tt
REHATDESICEHTHENTEES,

RFC1636

FREELERT]

A—HLZENRT—FD LS Bl
PRI AN R LEFES LS, FBALLER
AORXF &, ERMICEETEET
N(FThabbs, #HEN R TLEES
Thovkéa—H7hHUbDRE
FEELTOETH) ., KYEHLR
SEAHN=Z R LIZDLTIE, LIFELIE.
FORFNNELHGO>TLET,

BCP 38, RFC 2827 (&, A SN =T RLATRYNI—VIZT I ERT BT T4V ERT B L& T DB —ERBGERBEOZEEFIRL. 71y
JIZDNT ZDELWRETHA VT —VZ B A fETHAL IZHRLECTHILEBRLTVET AU F— RO LSHRENLIHET HEDEIR
BISIRELT, COMRRERELTVD R T—I(E, T, COKBO Ry T—I#BICH T IREINLIRCAUNT I ERAD &3O K ENSELEH
BEEVET, WP BREZEDTHEMNHDIEENBYET . (Fl: TILFHR—IDJIZEKDIGE) REE. BEDAVTLRATANR T DEBRMAN=X L%
L. AL RIAIAY T I 5 — R R A EBIRL ., IS, R FHR—IU T DEEITOVWTIERLET  COAEIE, RFC 2827 ZEHLET,

RFC3704

RFC 2827 (&, TISP A, BEAYFT—VIZ& > TERITFEDLN TORVRIETTRFLANSES DR YR T—VIZRAL TSI T4y EHNT 5 LI2EH T,
ZTOBEBEDINTVIEERTILIEHRLET, ZDT AT X ZORETTELRAM. Lo B Martian 7FL X (0.0.0.0/8, 10.0.0.0/8, 127.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, 240.0.00/4 b DHLPBTRLREELFHNINIZTFL R B ITHAINST1vIEEHET M. ChICROENFEE A,

RFC3704

AEZITBVTRHESNDTAILBID T FETIE ESBTVI VIR P FRLR) MDD ISYT AT GEK) MBIZH L TIZEALLEE AN, R EHT=
FYRT—HDHRIZNVBZHEEN, BRIZBT374LE)V T IL—ILIZADEWNMEST=Y—AFRLRAZFEALT. CORDKRBE T A EEHEET . BE
EM. ERICEMENTVDTUI49IR(IP PELR) DEERIZELY, Bo=RIETXTTRLRAZFERT R ELEZIEL 012, TRTOA24—RyMMERKETO
NAFT—IZlE, COXEICRBEINIZTAIILA) T ERETDHIENBEOONET, VLI NIE, ISP BN BEHDOF I RN — LRI —O DR EIERE
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