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IPsec creates a boundary between unprotected and protected interfaces, for a host or a network (see Figure 1 below). Traffic traversing the boundary is VPNO)ﬂJFﬁ (i_~ ﬂﬂ R 0)77°IJ’7-_VE’
subject to the access controls specified by the user or administrator responsible for the IPsec configuration. These controls indicate whether packets cross the :/[:t:’h\‘lu Ta4H—E Z%?Eﬁi\j_%)
boundary unimpeded, are afforded security services via AH or ESP, or are discarded. RFC4301 o)lzﬁlf—c{:\iﬁ'/\/o 7;;'@'7:;"9~ )]
IPsec security services are offered at the IP layer through selection of appropriate security protocols, cryptographic algorithms, and cryptographic keys. IPsec ;573:77"[) 17-—3/3:/|:'i~ rEot
can be used to protect one or more “paths” (a) between a pair of hosts, (b) between a pair of security gateways, or (c) between a security gateway and a host. A 1= — e — 15 (4
compliant host implementation MUST support (a) and (c) and a compliant security gateway must support all three of these forms of connectivity, since under ia#—;:z;#uié_ﬁé%?éggg&\sg
certain circumstances a security gateway acts as a host. 67’3\"0—13_ = =
TRE, FYbT—IHITEIFENSIVRAR—ANYT —DEBICE>THLLINDBENLEBREEZBLER A, BRI, [IPsec HMEDNTINDEE, ZDMY REC3360
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HEECITRTOLMBEHELETS . ZOEEDBHEOHE L, 7R to RRAM I, THRRE to F—F Iz IBLUN 7 —bD 1A to ¥'—F I ITT, ZDIE [ RFC3631
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Psec [, IP BICEASNDDT, RvbT—FF DA—FITETAYRALAEEMAHYET ChERETHLIF, — RIS HLON—FIZTH, HBULE,
FLOTARLR VI OWT A EBRLET 5. Shid, 77— av(séoTE, HLISEBINTY , IPsec LTHETZ7T)r—avid, 2nd
DTAPINEFSTKERT BN ALELEEF 1) TAEBIENTEET, LHL, DK, Psec NEYLLRIKINDIETIH, KEHDT7TT) o — REG3631
2aviE TEREOEF ) TAAN=XLERET HRDOYIC IPsec D ETEETHEDIEBEL T, WHERBA, KBS DRIED OS(ARL—TAVT TR
TL) &, MATEEL IPsec #HoTVVET . KR DIL—EF—(&, DiKEH AVPA—ILRRITDNTIE, o TWER AL TLS ZES7 TS —avik, 771
T—avEROREDOF REENT LIICTHAREMENELTT,
IPsec [CDWVWTOREEE, SEAZEN. [EFINBE IOVTIINEFESTENTEET HELREAICE>T EHAENEFSINET . LHL. ThSE, PR REG3631
TLEBEIC, JYSDEREEL LT AIREEAHYET.
3.1.1. ESP Encryption and Authentication Algorithms
These tables list encryption and authentication algorithms for the
IPsec Encapsulating Security Payload protocol.
Requirement  Encryption Algorithm (notes)
MUST NULL (1)
MUST- TripleDES-CBC [RFC2451]
SHOULD+ AES-CBC with 128-bit keys [RFC3602] RFC4305
SHOULD AES-CTR [RFC3686]
SHOULD NOT  DES-CBC [RFC2405] (3)
Requirement ~ Authentication Algorithm (notes)
MUST HMAC-SHA1-96 [RFC2404]
MUST NULL (1)
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (2)
ESP can be used to provide confidentiality, data origin authentication, connectionless integrity, an anti-replay service (a form of partial sequence integrity), and
(limited) traffic flow confidentiality. The set of services provided depends on options selected at the time of Security Association (SA) establishment and on the RFC4303
location of the implementation in a network topology.
CDAETIL, IPSEC BEE A O—FDWEThR [ESP] B&L U IPSEC FREEN v DBETAR [AH] TORIED A EL T, SHA-1 7ILTUX L [FIPS-180-1] &4
HEHET= HMAC 7L X Ls [RFC-2104] DEREIZDWVTERBAY 5, HMAC-SHA-1 13, T—2E TR LA T T T REZRET 2,
52\ A M E AL CAyt— SBEFE TR HMATHS HMAC IS TERIRT B, HMAC [, MD5  SHA-1 HEDREIES/ \vo 1 MEEDx | [ o240
FRLMAEDLETHERT 5. HMAC DIEBLLTORBE, EALTLS/ v aBBOTO/NRTI2&KEFT 5.
COXENRERATEL. BEDEE7ILT X LEESIZ HMAC-SHA-1-96 7)LT) X LZEHE AT 52L& 8T AMBIEMo M TULEL,
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EHRAO—F(ESP) [Kent98] (&, (REET RERAO—FT—REMEFILTHILICESTIP T—ETSLICHEEFIRZET 5. COHEHETIE. CBC E—FIES REG2451
FILTYX LD ESP TOEREICOVTIHRBAT 5.
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3.2. Authentication Header
The implementation conformance requirements for security algorithms for AH are given below. See Section 2 for definitions of the values in the “Requirement”
column. As you would suspect, all of these algorithms are authentication algorithms.
Requirement  Algorithm (notes)
RFC4305
MUST HMAC-SHA1-96 [RFC2404]
SHOULD+ AES-XCBC-MAC-96 [RFC3566]
MAY HMAC-MD5-96 [RFC2403] (1)
AH provides authentication for as much of the IP header as possible, as well as for next level protocol data. However, some IP header fields may change in transit] S _a =mE=T—
and the value of these fields, when the packet arrives at the receiver, may not be predictable by the sender. The values of such fields cannot be protected by AH. RFC4302 :*:?VHJE%‘EIE‘“O[’\_C HMAC?—:
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SEAAD T OERIE. BAGICHIRSNIZLEADHY . HREICXELINIDENBYET BASNTUWVENTIERERMTIIENTEIDLENHYET .
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D2 DDAN=RALTHAIL |ERHTHIENBEETT , 50K COFEGHASHEICEAL T, BEEE. LIELIER-TRAZEK®T 5LEZXL5NTLVE| RFC3552
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SISO TARTY . ChIFRABENAVFT—IOMRAS— (R EHE S SOEHEET  BEILORR(E, BHRELET HOIZH oA —/ 3=~k ok N ﬂn,/( + ‘Jel,'cz‘dﬁl“b'ct 5& e
(B#)TY. o p NA[ET
AN, IKHBELRYFEEA,
_ o ) B . . . . ro RN TR T LD HBIREETT
COEHDORENTI=v V(L. P TTL Off [IP] ZRFSHETY . TTL [F. FEEEICL 0T BESHATRIEESENO T, TRV, TTTL AY 255 12 DFH=wrEERTHEXLTEMN
EURTHILIE [T R TOREEN TTL £RES - LIEBBTEES RIS, REH, [HRBL TN/ T VE A— DUV I ENLOEDTHILEL | oo |R—UVID BECE. 20 L5 Z‘A‘GE
BSIRMELLET  FoRUV T O RT LD HHRETIDTI=vIE AT AEE LIRSV ETT , ZNEIHVRT LTI, TTLERE R TI2/ v BB B TTL&‘&%&?“(‘?@/JF; B b
A &E % T B - P’ bl
SELAREMLHINE T, BITEENE G B IS
<LBNZERREIN TV ERERELUTIZEEDS >
FoUYHOaLD—AERIIT AL RFC3552
EJ 52, BRICHTE70ERAVA—ILETITRTDV AT LR, A—HFERIATHASHIDPYAEBEELET, RFC3552
WEEMN TCP NIRRT IADIZHBITBIZAT L TCP aARILaVENAT vy I TERNKIIZT S RFC3552
FARF, KDL —r UV ABEHBKREETOVIT S TCP REDV VI EEBRERELET, RFC1948
(5) fEERBEDEE DR
VAT LI, EEME. EF. BEEIBETVICRREEEST 2RI —IERIZEV T, FASATOENEICK I EER VRIS T DME LR L7+
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